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Data Protection Statement

This data protection statement concerns the European Court of Auditors’ (ECA) processing of personal
data in the context of the obligation to inform the Appointing Authority (AA) where your spouse or
stable non-marital partner is in gainful employment in accordance with Article 13 of the Staff
Regulations (SR) and Articles 11 and 81 of the Conditions of Employment of Other Servants (CEOS), and
section 3 of the Ethical Guidelines.

The manner in which the ECA processes and protects your personal data is described below.

Data processing operations are under the responsibility of the Human Resources, Finance and General
Services Directorate (SG1) within the Secretariat-General of the ECA.

The Human Resources department will use your personal data to ensure the European Court of Auditors
(ECA) fulfils its obligations under Article 13 of the Staff Regulations, namely, to verify that the external
activity of the spouse does not hinder the official's duties or create a conflict of interest with their
functions and tasks.

Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the
protection of natural persons with regard to the processing of personal data by the Union institutions,
bodies, offices and agencies and on the free movement of such data (the “EUDPR”) is the legal
framework for the processing of personal data within the Court.

The legal basis for the processing of your personal data is Article 5(1)(b) of Regulation (EU) 2018/1725,
processing is necessary for compliance with a legal obligation to which the controller is subject provided
by EU law in the Article 13 of the SR, Articles 11 and 81 of the CEQS, and Decision No 51-2022 laying
down Ethical guidelines for the European Court of Auditors (in particular, paragraph 40(1)).

The following categories of data will be collected:

- ECA staff who are married or in a stable non-marital partnership: assignment, staff No and

additional information relating to duties.

- Spouse or stable non-marital partner: description of employment, link between spouse’s

employment and staff one, link between ECA and spouse’s employment and other information
concerning the risk of conflict.
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Personal data will be retained for three (3) years after the ECA staff who are married or in a stable non-
marital partnership and whose spouse or partner is in gainful employment has left the service.

The Human Resources department have access to your data on a need-to-know basis.

Should the nature of the spouse or partner’s employment prove to be incompatible with that of the
official and if the official is unable to give an undertaking that it will cease within a specified period, the
AA, after consulting the ECA Joint Committee, will take a decision. An ethics advisor may have access to
your data, if an opinion is request.

If you lodge a complaint, your personal data may be transferred to the European Ombudsman and/or
the European Data Protection Supervisor and/or the ECA Data Protection Officer.

Data sets are stored securely in the ECA’s data centre in Luxembourg and are therefore covered by the
numerous measures taken to protect the availability, integrity and confidentiality of the institution’s
electronic assets.

Access to personal data is restricted to a specific user group. Access rights are granted on a “need to
know” basis, taking account of the role, post and responsibilities of the user concerned. These rights
are continually updated as staff assighments change.

Our ticketing system (HR Portal) is provided by ServiceNow, acting as data processor. Contractual
clauses between the ECA and ServiceNow ensure adequate protection of all personal data processed.
ServiceNow holds ISO I1SO27001 certification.

The ECA’s Secretary-General has overall responsibility for implementation of the rules on access rights
and compliance with the rules on data protection but has delegated responsibility in these areas to
different entities. The Court has an information security policy, and an Information Security Officer who
ensures that the policy is implemented correctly and that the related checks are tested for efficiency.

Your rights regarding your personal data are set out in Articles 17 to 24 of the EUDPR. Further details
about your rights are included in this document.

e You have the right to access your personal data, and to have your data rectified without undue
delay if any elements are inaccurate or incomplete.

e You have the right to withdraw your consent to the processing of your personal data at any
time. If you withdraw your consent, unless such deletion is prevented by a legal or contractual
obligation, your personal data will be irrevocably removed from our records without undue
delay and you will be informed.

e Under certain conditions, you have the right to request the erasure of your personal data or to
restrict its use. Where applicable, you have the right to object to the processing of your personal
data, at any time, based on your particular situation, and the right to data portability.
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e The personal data submitted when filling in the form is not used in automated individual
decision-making, such as profiling.

We will consider your request, take a decision and communicate it to you without undue delay and in
any event within one month of receipt of the request. This period may be extended by two further
months where necessary.

You can exercise your rights by contacting the data controller, using the contact information given
below.

The first point of contact is the data controller at eca-hrservices@eca.europa.eu.

You may contact the ECA’s Data Protection Officer (ECA-Data-Protection@eca.europa.eu) at any time
if you have any concerns/complaints about the processing of your personal data:

Data Protection Officer
European Court of Auditors
12 Rue Alcide de Gasperi
1615 Luxembourg
LUXEMBOURG

You have the right to lodge a complaint, at any time, with the European Data Protection Supervisor
(edps@edps.europa.eu) concerning the processing of your personal data.
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