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Detecting and responding to cybersecurity incidents

enhance
information-sharing 
and avoid overlap of 
tasks

ensure a proper 
security assessment 
of entities receiving 
EU funding

enable adequate 
progress and 
performance 
monitoring

make the European 
Cybersecurity Alert 
System operational

What did we find?

allocated to strengthening cybersecurity
€1.4 billion

EU action only partially facilitates the detection of and response to significant and
large-scale cybersecurity incidents. Improvements are needed to:

networks of national 
experts situational awareness support 

to the European Commission

incident response 
services by private 

providers

network of national and 
cross-border cyber hubs

EU cybersecurity cooperation

Computer Security Incident 
Response Teams (CSIRTs) and 
European Cyber Crisis Liaison 

Organisation Network
(EU-CyCLONe) Cyber situation 

centre

EU Cybersecurity 
Reserve

European Cybersecurity 
Alert System

€8.1 billion
Digital Europe Programme (2021-2027)
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