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Solarwinds’® 72 73

Solarwinds is an American company that develops software to help businesses
and state and federal agencies to help manage their networks, systems, and
information technology infrastructure. In early 2020, Solarwinds was the object of a
software attack. The hackers managed to spread the attacks to Solarwinds’ clients
through software upgrades containing malicious codes. These opened backdoors in the
clients’ platforms, affording easy entry for attacks and the installation of further
malware and spyware.

1 https://www.solarwinds.com/

2 https://www.reuters.com/article/us-cyber-solarwinds-microsoft-idUSKBN2AFO3R

3 https://www.businessinsider.com/solarwinds-hack-explained-government-agencies-cyber-
security-2020-12?international=true&r=US&IR=T
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The figures below are based on data on mobile broadband connectivity collected from
tests carried out by users of the Nperf app. The areas where 5G has been detected are
not necessarily commercially open. As the network performance depends on the
individual MNOs, the following maps, extracted on 4 October 2021, only show
coverage, and not performance such as speed and latency.

Figure 1 — Luxembourg city (Luxembourg)

© nPerf.
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Figure 2 — Helsinki (Finland)
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Figure 3 — Berlin (Germany)
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Figure 5 — Madrid (Spain)
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Annex VIl — EU toolbox on 5G cybersecurity

The EU toolbox on 5G cybersecurity, adopted by the NIS Cooperation Group and endorsed by the Commission, contains three types of non-
binding measures (strategic, technical and support measures) to be implemented by various actors, as summarised below.

Relevant actors

Member Stakeholders
States Europ?eatn (incl.
o Commission .
authorities suppliers)

Strategic measures
SMO1 - Strengthening the role of national authorities v v
SMO02 — Performing audits on operators and requiring information v v
SMO03 — Assessing the risk profile of suppliers and applying restrictions for suppliers considered
to be high risk —including necessary exclusions to effectively mitigate risks- for key assets v v
SMO04 — Controlling the use of Managed Service Providers and equipment suppliers’ third line v v
support
SMO5 — Ensuring the diversity of suppliers for individual MNOs through appropriate multi- v v
vendor strategies
SMO06 — Strengthening the resilience at national level v v
SMO07 — Identifying key assets and fostering a diverse and sustainable 5G ecosystem in the EU v v
SMO08 — Maintaining and building diversity and EU capacities in future network technologies v v v
Technical measures
TMO1 — Ensuring the application of baseline security requirements (secure network design and v v
architecture)
TMO2 -Ensuring and evaluating the implementation of security measures in existing 5G

v v v
standards
TMO3 — Ensuring strict access controls v v
TMO4 — Increasing the security of virtualised network functions v v
TMO5 — Ensuring secure 5G network management, operation and monitoring v v
TMO6 — Reinforcing physical security v v
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Relevant actors

Member Stakeholders
Measures European :
States o (incl.
o Commission .
authorities suppliers)
TMO7 — Reinforcing software integrity, update and patch management v
TMO8 — Raising the security standards in suppliers’ processes through robust procurement v v
conditions
TMO09 — Using EU certification for 5G network components, customer equipment and/or v v v v
suppliers’ processes
TM10 — Using EU certification for other non 5G-specific ICT products and services (connected
. . v v v v
devices, cloud services)
TM11 — Reinforcing resilience and continuity plans v v
Supporting actions
SA01 — Reviewing or developing guidelines and best practices on network security v v
SA02 — Reinforcing testing and auditing capabilities at national and EU level N v v
SAO3 — Supporting and shaping 5G standardisation v v v v
SA04 — Developing guidance on implementation of security measures in existing 5G standards N v
SAO05 — Ensuring the application of standard technical and organisational security measures
o . e v v v
through specific EU-wide certification scheme
SA06  Exchange of best practices on the implementation of strategic measures, in particular v
national frameworks for assessing the risk profile of suppliers
SA07 — Improving coordination in incident response and crisis management v v
SA08 — Conducting audits of interdependencies between 5G networks and other critical services v
SA09 — Enhancing cooperation, coordination and information sharing mechanisms v v
SA10 — Ensuring 5G projects supported with public funding take into account cybersecurity risks v v

Source: EU toolbox on 5G cybersecurity.



Acronyms and abbreviations

BEREC: Body of European regulators for electronic communications
EECC: European Electronic Communications Code

EFSI: European Fund for Strategic Investments

EIB: European Investment Bank

ENISA: European Network and Information Security Agency
ERDF: European Regional Development Fund

GDP: Gross domestic product

MNO: Mobile network operator

NBP: National broadband plan

NIS: Network and Information System

RAN: Radio access network

RRF: Recovery and Resilience Facility

RSPG: Radio Spectrum Policy Group
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Glossary

Body of European Regulators for Electronic Communications: Body, composed of
representatives of Member States’ national regulatory authorities, which assists those
authorities and the Commission in implementing the EU’s regulatory framework with a
view to creating a single market for electronic communications.

Broadband: High-speed, simultaneous transmission of multiple information formats
(such as data, voice and video).

European Fund for Strategic Investments: Investment support mechanism launched
by the European Investment Bank (EIB) and the Commission, as part of the Investment
Plan for Europe, to mobilise private investment in projects of strategic importance for
the EU.

European Union Agency for Cybersecurity: EU agency set up to develop and maintain
a high level of network and information security in all sectors of private and public life.

Exabyte: A measure of digital information storage capacity, equivalent to 1 billion
gigabytes.

Global System for Mobile Communications Association (GSMA): Industry organisation
that represents the interests of mobile operators worldwide, as well as manufacturing
and service companies and organisations with an interest in mobile infrastructure.

Internet of things: Physical objects embedded with sensors, software and other
technologies which enable them to connect wirelessly and exchange data with other
devices and systems.

Latency: In computer networks, the time required for a set of data to travel between
two points.

Mobile network operator: Telecommunications company that provides wireless voice
and data communication for subscribed mobile phone users.

National broadband plans: Member States documents containing strategic objectives
for achieving the EU’s broadband targets.

Network and Information Systems Cooperation Group: Body established by the NIS
Directive to ensure cooperation and information exchange among Member States and
composed of representatives of the EU Member States, the European Commission and
the EU Agency for Cybersecurity.
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Radio access network: A major part of modern telecommunications technology,
linking individual devices to other parts of a network through radio connections.

Radio Spectrum Policy Group: High-level advisory group, composed of Member State
representatives, that assists and advises the EU institutions on development of the
single market in wireless products and services.

Radio spectrum: The part of the electromagnetic spectrum corresponding to radio
frequencies.

Ransomware: Malware that denies victims access to a computer system or makes files
unreadable, forcing the victim to pay a ransom to restore access.



Replies of the Commission

https://www.eca.europa.eu/en/Pages/Docltem.aspx?did=60614

Timeline

https://www.eca.europa.eu/en/Pages/Docltem.aspx?did=60614
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Audit team

The ECA’s special reports set out the results of its audits of EU policies and
programmes, or of management-related topics from specific budgetary areas. The ECA
selects and designs these audit tasks to be of maximum impact by considering the risks
to performance or compliance, the level of income or spending involved, forthcoming
developments and political and public interest.

This performance audit was carried out by Audit Chamber Il Investment for cohesion,
growth and inclusion spending areas, headed by ECA Member lliana Ivanova. The audit
was led by ECA Member Annemie Turtelboom, supported by Florence Fornaroli, Head
of Private Office and Celil Ishik, Private Office Attaché; Niels-Erik Brokopp, Principal
Manager; Paolo Pesce, Head of Task; Jussi Bright, Rafal Gorajski, Zuzana Gullova,
Alexandre Tan, Aleksandar Latinov, and Nils Westphal, Auditors.
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Annemie Turtelboom Celil Ishik Niels-Erik Brokopp

Paolo Pesce Jussi Bright Rafal Gorajski Zuzana Gullovd
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5G is expected to add up to €1 trillion to the European GDP
between 2021 and 2025, with the potential to create or transform
up to 20 million jobs across all sectors of the economy. We
observed that delays are putting at risk the achievement of the
EU’s objectives for 5G deployment and that further efforts are
necessary to address security issues. In the report, we make a
number of recommendations to the Commission aimed at
pushing forward the timely and concerted implementation of
secure 5G networks in the EU.

ECA special report pursuant to Article 287(4), second
subparagraph, TFEU.
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