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For the border controls, there was no clear reason for the insufficient level of 
cybersecurity. The audit research found complete and detailed cybersecurity 
procedures and policies as well as sufficient expertise and skilled employees. Therefore 
the audit recommendations centred mainly on ensuring that every possible step was in 
fact taken.  

Both audits generated a lot of attention from parliament and the media. The audits 
raised awareness of cybersecurity in relation to vital infrastructure and provided the 
auditees with insights into how to improve their cybersecurity. Close cooperation with 
the auditee was essential to fully understand their situation and deal with the risks of 
investigating and testing cybersecurity.  

A third audit in this series is also planned. Furthermore, the information security level 
of the Netherlands national government is a key element of the yearly compliance 
audit cycle. Over the years, the Netherlands SAI has seen that many ministries are 
under par on information security measures. The Court of Auditors is currently using 
the experience gained in its cybersecurity audits to broaden its perspective on 
information security auditing, looking beyond papers and policies and testing the 
actual effectiveness of measures. 

Further reports in the area 

Title of the report: Chapter 3 of “Staat van de rijksverantwoording 2019” 

Hyperlink to the report: Report (Dutch version) 

Date of publication: 2020 

 

Title of the report: Focus on digital home working 

Hyperlink to the report: Report (Dutch version) 

Date of publication: 2020 
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Poland 
Najwyższa Izba Kontroli (NIK) 

 

Ensuring the security of the operation of IT systems used to 
carry out public tasks 
Date of publication:  2016 

Hyperlink to the report:  Report (Polish version) 

Audit type and period 

Type of audit:  Compliance 

Period audited:  2014-2015 

Summary of the report 

Audit topic 
The purpose of the audit was to assess whether data collected in the systems intended 
to implement important public tasks were secure in the units audited. The audit 
covered six selected institutions carrying out significant public tasks. Following 
analysis, one essential IT system was selected in each of the institutions, then 
examined in detail. Version 4.1 of the COBIT (Control Objectives for Information and 
related Technology) method was applied to the audit. 

This audit was carried out following the 2015 audit of “Public bodies” performance of 
cybersecurity tasks in Poland’67, the findings of which pointed to systemic problems. 
The 2016 audit demonstrated, inter alia, that the State Administration had not taken 
action up to that time to ensure IT security at national level. It was concluded that 
public entities’ activities related to the protection of cyberspace had been carried out 
in a fragmented manner and lacked a systematic approach. In the absence of central 
arrangements to ensure the concrete security conditions for specific IT systems, 
essential to the operation of the State, audit aimed at examining whether institutions 

                                                       
67 https://www.nik.gov.pl/kontrole/P/14/043/  

https://www.nik.gov.pl/kontrole/P/15/042/KPB/
https://www.nik.gov.pl/kontrole/P/14/043/
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administering IT systems used to carry out important public tasks ensured that such 
tasks could be implemented securely.  

Another cybersecurity-related system audit entitled “Cybersecurity in Poland 
Information Security” was approved in 2019, but the findings are confidential. 

Audit questions  
The sub-objectives were split between two evaluation areas, seeking answers to specific 
questions. 

In the area of supporting IT security, the audit examined at the level of the entire 
organisation whether, inter alia: 

o IT security management was carried out; 

o plans to ensure IT security were implemented; 

o IT security was tested, supervised and monitored; 

o IT security incidents were defined; 

o IT was managed by cryptographic keys; 

o protection against and detection of malicious software and patching were 
implemented; 

o network security was ensured. 

In the area of security support, the audit examined at the level of the systems selected 
whether, inter alia: 

o users’ identity and accounts were managed; 

o security technologies and sensitive data were protected. 

Findings and conclusions 
The degree of preparation and implementation of the Information Security System did 
not provide an acceptable level of security for the data collected in the IT systems 
intended for performing important public tasks. The information security processes 
were carried out in a disorderly manner and, in the absence of procedures – intuitive. 
Of the six units audited, but one had implemented the Information Security System, 
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and it should be noted that its operation had also been affected by significant faults. In 
all of the units audited, bar one, the work to ensure suitable conditions of security for 
information processed in the IT systems had not reached the appropriate level 
because, having begun only recently, it was at the preliminary stage, which also 
involved drawing up the necessary formal foundations. It had been based on simplified 
or informal arrangements based on good practice or the IT staff’s experience up to 
that time.  

In accordance with COBIT 4.1 methodology, the maturity of the information-security 
management process in the various units audited ranged between (1) initial/ad hoc 
and (3) defined, on a scale of zero to five, where five is the maximum. 

Responsibility for ensuring IT security in the units audited lay with the security 
coordinator, who, in practice, however, was not competent to manage the entire 
process. The tasks involved were also often carried out by just one person. Even 
though specialist teams had been appointed or agreements concluded with external 
contractors, the analysis necessary to establish whether the services provided meet a 
unit’s security needs had not been made. The auditee units’ understanding of the need 
to ensure IT security was fragmented and limited. Data security was seen mainly as the 
IT department’s responsibility and domain, and not that of all organisational units with 
statutory tasks, which greatly hindered the development of coherent IT-security 
management systems for the entire institution.  

When comparing the quality of the manner in which obligations to ensure information 
security were met with regard to both entire organisations and the systems selected, it 
is clear that the quality of implementation was higher in the second case. This may be 
due to the impact the practical knowledge and involvement of mid-level technical staff 
had on ensuring security, the increased use within the public administration of 
commercial IT systems based on market standards, and advanced security-assurance 
solutions. By applying such solutions, past experience and good practice, it was 
possible to maintain a certain level of security in the operation of the various systems 
in conditions of limited resources, organisational shortcomings or “non-functioning” 
regulation. This cannot be the target solution, however, since, in times of dynamic 
increase in threat level, the security of IT systems cannot be founded on measures 
managed in a disorderly fashion and geared solely to overcoming immediate 
difficulties. 



PART III – Summary of SAI reports 
 81 
 

 

Audit conclusions  

General IT-security recommendations and requirements applicable to all public entities 
need to be developed and implemented at a central level. A systemic solution is 
needed whereby the results of IT security audits are disclosed in a way that allows 
citizens to access information on the activities of public entities, while access to 
knowledge of the measures and methods used to ensure the security of information 
processed is restricted. 

Further reports in the area 

Title of the report: Information security management by regional authorities 

Hyperlink to the report: Report (Polish version) 

Date of publication: 2019 

 

Title of the report: Cybersecurity in Poland (classified information) 

Hyperlink to the report: Not publicly accessible 

Date of approval: 2019 

 

Title of the report: Ensuring the security of IT systems by regional authorities in 
Podlaskie Voivodeship 

Hyperlink to the report: Report (Polish version) 

Date of publication: 2018 

 

Title of the report: Prevention and combat of cyber-bullying among children and 
young people 

Hyperlink to the report: Report (Polish version) 

Date of publication: 2017 

 

Title of the report: Public bodies’ performance of cybersecurity tasks in Poland 

Hyperlink to the report: Report (Polish version) 

Date of publication: 2015 

 

https://www.nik.gov.pl/kontrole/wyniki-kontroli-nik/pobierz,kap%7Ep_18_006_201807261245431532609143%7E01,typ,kk.pdf
https://www.nik.gov.pl/kontrole/wyniki-kontroli-nik/pobierz,lbi%7Ep_17_062_201711081216511510143411%7E01,typ,kk.pdf
https://www.nik.gov.pl/plik/id,15249,vp,17730.pdf
https://www.nik.gov.pl/kontrole/wyniki-kontroli-nik/pobierz,kpb%7Ep_14_043_201406171048381403002118%7E01,typ,kk.pdf
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Title of the report: Implementation of selected requirements on information 
systems, electronic information exchange and National 
Interoperability Framework based on the example of some 
municipality councils and cities with district rights. 

Hyperlink to the report: Report (Polish version) 

Date of publication: 2015 
  

https://www.nik.gov.pl/kontrole/wyniki-kontroli-nik/pobierz,kap%7Ep_14_004_201405280743421401263022%7E01,typ,kk.pdf
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Portugal 
Tribunal de Contas  
 

Audit on the Portuguese Electronic Passport 
Publication date:  2014 

Hyperlink to the report:  Report (Portuguese version) 

Audit type and period 

Type of audit:  Performance Audit 

Audited period:  2013 

Summary of the report 

Audit topic 
The operational audit of the Portuguese Electronic Passport (PEP) was oriented 
towards the effectiveness of the information systems that support its granting, issuing 
and use, particularly in the automated screening of passengers by reading biometric 
data at the Portuguese borders68. 

o The main audit objectives were: to verify compliance with EU and national law, 
international standards and guidelines for the granting, issuing and use of the 
PEP, including the adequacy of the national legal framework; 

o To examine the effectiveness of key processes associated with the life cycle of the 
PEP, in particular those associated with the granting, issuing and use of the PE; 

                                                       
68  We refer to Automated Border Control (ABC) Systems within Frontex (Agency for the 

Management of Operational Cooperation at the External Borders of the Member States of 
the European Union). 

https://www.tcontas.pt/pt-pt/ProdutosTC/Relatorios/RelatoriosAuditoria/Documents/2014/rel022-2014-2s.pdf
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o To examine critical aspects of the performance of information systems, in 
particular fulfilment of security requirements concerning PEP information systems 
(SIPEP). 

The key risk areas included:  

o Loss/theft of physical assets and/or electronic information; 

o Misuse of confidential information; 

o Compliance risk (failing to meet legal and regulatory requirements). 

Audit period: 1 January 2013 – 31 December 2013 (where appropriate, to be extended 
to earlier and later years). 

Findings and conclusions  
The Portuguese Electronic Passport (PEP) covers three categories: common69, 
diplomatic or special. There is also a passport for non-nationals, conferring reduced 
privileges. 

The concession system has several applications and several data collection entities and 
granting bodies, but only one issuer (incorporating production, personalisation and 
delivery). 

Several entities (PEP entities) take part in the process. The following entities collect 
data and grant passports:  

o Mainland Portugal: the Serviço de Estrangeiros e Fronteiras (SEF)70 and the 
registry services of the Instituto dos Registos e do Notariado (IRN)71; 

                                                       
69  About 99 % of the total. 

70  Immigration and Borders Service. 

71  Registration Office and Notary (receipt only). 
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o The Autonomous Regions of the Azores72 and Madeira: services under the 
respective Vice-Presidência do Governo Regional73; abroad: the Portuguese 
consulates; 

o The Imprensa Nacional – Casa da Moeda, S.A. (INCM)74 issues and delivers the 
passports. 

The main processes are mostly supported by SIPEP (central management application 
system for issuing Portuguese passports). SIPEP makes it possible to record, store, 
process, validate and provide the required information associated with the granting of 
the PEP, triggers the customisation process carried out by INCM, and ensures the 
interconnection with other system applications, coordinating all PEP entities involved 
in the physical and logistical registration of the data collected. 

The PEP entities have an organisational structure that enables them to meet the legal 
goals associated with the PEP. The system still relies heavily on human resources at 
request and collection levels. However, SIPEP includes several automatic processing 
functions and validation controls. 

Since the procedures ensure control functions and manipulation of data, some of 
which can be conducted independently, without human intervention, SIPEP has a 
significant impact in terms of organisation and the information system, particularly as 
regards: (i) the understanding and definition of the standards, processes and required 
data; and (ii) the definition of the information system’s own requirements. 

The efficiency and effectiveness of the data collection process are ensured by the 
interaction of SIPEP with other information systems75, in accordance with legal 
regulations. 

A framework of overall control for IT activities (governance, development and 
acquisition, IT operations, business continuity and disaster recovery, information 

                                                       
72  And the service points of the Agência para a Modernização e Qualidade do Serviço ao 

Cidadão, I. P. (RIAC) – Agency for Modernisation and Quality of Service to the Citizen, public 
institute (receipt only). 

73  Vice Presidency of the Regional Government. 

74  The Official Printing Office and the Mint, public company. 

75  Namely: Integrated Information System of SEF (SIISEF); National Part of the Schengen 
Information System (NSIS); Civil identification database, Criminal records database. 
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security) has been established, although not extensively documented, and ensures the 
development, operation, management and maintenance of the SIPEP system. 

Activity indicators (2013): 

o Around 500 000 PEPs were granted, of which about 63 % by SEF, 33 % by 
Portuguese consulates and 4 % by the Regional Governments; 

o The income from issuing the PEP totalled about €37 million, predominantly from 
the INCM (43 %), the SEF (32 %) and the Ministério dos Negócios Estrangeiros 
(MNE)76 (17 %). 

For 2013, tests performed in SIPEP did not confirm compliance with the maximum 
delivery time legally established (from the date of the request to the availability of the 
PEP for collection from the delivery point) because the actual delivery date at the 
delivery point was not always registered in a timely manner. 

Investments relating to the acquisition of equipment for collecting biometric data and 
signature (kiosks), equipment for automated border control (ABC) systems and the 
purchase and maintenance of IT systems, services and technical assistance were made 
by the SEF, MNE, RIAC and INCM for the sum of €11 million, with the highest amount 
spent by the SEF. 

Prior to the PEP, the price of the (non-biometric) Portuguese Republic Passport was 
€22.44; in 2006, the common (biometric) PEP was priced at €60, rising to €65 in 2011. 

PEP applications 

PEP applications are processed in person by the competent services, which receive the 
application documents, collect applicants’ biographical and biometric data, collect the 
fees and, later, deliver the PEP issued. 

The underlying system (SIPEP) validates data correctness and quality through virtual 
controls and cross-referencing with other information systems, namely the Civil 
Identification Database, in order to ensure that the application is compliant and 
suitable for granting and issuing the PEP. 

The associated status changes are recorded in log files, ensuring the auditability, 
integrity and non-repudiation of the transactions. 

                                                       
76  Ministry of Foreign Affairs. 
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Data transmission between the data collection bodies (in Portugal and abroad) and the 
SEF takes place via VPN (Virtual Private Network), implemented on the basis of access 
management in accordance with credentials controlled by SEF77. 

The application for the common PEP is processed differently when submitted by 
citizens whose rights are limited or restricted, including: (i) those who cannot exercise 
their rights (minors, incapacitated or prohibited persons); (ii) persons precluded 
judicially or by the police (criminal record, pending lawsuit or seizure of documents); 
and (iii) when the applicant for a second PEP invokes a national or legitimate interest. 

Granting the PEP 

The decision to grant the common PEP may be: 

o Automatic ‒ automatic approval by the SIPEP application system after validation 
of the identity of the applicant and the absence of a criminal record (through 
cross-referencing with the IRN’s civil identification and criminal records 
databases) and pending lawsuits. Only occurs in the SEF, for PEP applications on 
the mainland78. 

o Subject to individual acceptance/ approval by other entities (Regional 
Governments and Consular Posts) or, in the case of the SEF, requirements not 
covered by the automatic granting79. 

                                                       
77  The SIPEP is accessible (via the web) at national/regional and international level to services 

located on the mainland, in the autonomous regions of the Azores and Madeira, and 
abroad (Portuguese consulates). 

78  This is an automated functionality of the SIPEP application system for granting (internally 
referred to as “authorising”) an application (except for a second PEP) for a citizen of legal 
age, with a valid citizen card, with no pending lawsuits and who is not banned or 
disqualified. Common PEPs granted by SEF, about 60 %, were covered by automatic 
validation procedures and granting decisions, and the rest were subject to examination and 
approval by the Direção Central de Imigração e Documentação (DCID). 

79  Particularly in the cases of applicants unable to exercise their rights (minors, incapacitated 
or prohibited persons), precluded judicially or by the police or, in the case of a second PEP, 
whose application is considered on a case-by-case basis by the DCID. 



PART III – Summary of SAI reports 
 88 
 

 

Issuing the PEP 

Issuing the PEP, which covers production, personalisation and delivery, is under the 
competence of the INCM. When delivery of the PEP is recorded in the SIPEP, the 
passport status is changed to “Valid”. 

PEP rates differ depending on the level of service required. To measure the level of 
service, SIPEP needs to consider the actual delivery date of the PEP. 

PEP delivery is carried out by a contracted transport service. 

PEP termination 

Whenever an applicant delivers a prior, still valid, PEP, it should be disabled to prevent 
re-use, corresponding to the passport record status “unusable”, in the SIPEP 
application system. 
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Finland 
Valtiontalouden tarkastusvirasto 
 

Cyber protection arrangements 
Publication date:  2017 

Hyperlink to the report:  Report (Finnish version) 

Audit type and period 

Type of audit: Performance Audit 

Audited period:  2016-2017 

Summary of the report 

Audit topic 
The purpose of the audit was to investigate whether cyber protection in central 
government had been arranged as effectively and cost-efficiently as possible. The audit 
focused on how central government cybersecurity was organised and managed. The 
results of the audit could be used to develop the effectiveness and efficiency of 
cybersecurity in central government. The audit was carried out from 
22 September 2016 to 4 September 2017. The follow-up was carried out in 
autumn 2019. In the follow-up, the National Audit Office examined the actions taken 
on the findings and recommendations of the audit.  

The audited entities included the authorities in charge of cyber protection in central 
government (the Prime Minister’s Office, the Ministry of Finance, the Ministry of 
Transport and Communications) and the authorities responsible for centralised cyber 
protection tasks and centralised IT services in central government (the National Cyber 
Security Centre of the Finnish Transport and Communications Agency, the Government 
ICT Centre Valtori, the Digital and Population Data Services Agency). The effectiveness 
of the guidance was also assessed by examining central government units providing 
electronic services (the Digital and Population Data Services Agency, the Finnish 
Transport and Communications Agency Traficom, the National Administrative Office 

https://www.vtv.fi/app/uploads/2018/05/22102159/kybersuojauksen-jarjestaminen-16-2017.pdf
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for Enforcement and its supervisor the Ministry of Justice, and the ICT Service Centre 
of the Ministry of Justice).  

Audit questions 
The following audit questions were used in the audit of the organisation of 
cybersecurity: 

o Did the audited entity give the economic aspect sufficient consideration when 
organising cybersecurity? 

o Does the cybersecurity situational awareness of the audited entity support the 
cybersecurity of systems? 

o Is the audited entity’s ability to respond to cyber violations sufficient? 

The audit topic of cyber protection arrangements was part of the audit theme 
“Ensuring the operational reliability of the information society” in the National Audit 
Office of Finland’s 2016-2020 audit plan. From the point of view of importance to 
central government finances, the audit topic can be justified by the disadvantages 
related to service interruptions and data breaches, as well as the negative effects of 
poor cybersecurity on business activities. The audit was carried out in parallel with the 
audit “Steering the operational reliability of electronic services”, which belongs to the 
same theme. The key audit material consisted of documents and interviews with the 
authorities responsible for the activity in question.  

Findings and conclusions 
Finland’s cybersecurity strategy defines the key objectives and policies for meeting the 
challenges facing the cyber environment and ensuring its functioning. Efforts have 
been made to implement the cybersecurity strategy through an implementation 
programme, the progress of which is evaluated annually. The Security Committee is a 
cooperation body within the Ministry of Defence that monitors and coordinates the 
implementation of the cybersecurity strategy.   

Effective organisation of cybersecurity is risk management, which, in order to be 
successful, requires effective management structures and arrangements that integrate 
risk management into operations at all levels of the organisation. Like many other 
countries, Finland and its central government are not self-sufficient in cyber protection 
resources. European Union legislation has increased over time and become more 
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binding. In the Finnish government, the responsibility for cyber protection is 
decentralised, with each corporate body responsible for its own cybersecurity. In 
central government, the assignment of responsibilities in respect of the nature, extent 
and implementation of possible cyber violations is complex.  

Due to this complexity, the response to an anomaly may be too slow, and scarce 
funding has limited the implementation of Finland’s cybersecurity strategy. Based on 
the audit findings, the National Audit Office reached the following conclusions and 
made the following recommendations regarding the organisation of cybersecurity in 
central government: 

Operative management of extensive cybersecurity violations was not defined 

Planning the operational management of extensive cybersecurity violations and 
division of related responsibilities could allow for faster reactions and appropriate 
coordination and resource allocation for countermeasures. In the current operating 
model, each agency is responsible for its own cyber protection. However, there is not 
enough expertise in cyber protection available, which impedes the creation of cyber 
protection either internally or via outsourcing.  

Some Cybersecurity Strategy goals were not achieved 

The implementation programme for the Finnish Cybersecurity Strategy had improved 
cyber protection. Some of the goals of the first implementation programme were not 
achieved, because the level of commitment to the actions varied and could not be 
improved in a centralised manner. The new implementation programme only included 
actions to which the competent authorities and other actors had expressed their 
commitment. Commitment and available resources depended on each other. 

Appropriateness of cyber protection funding solutions was unclear 

The differences in the development of cyber protection were partially due to the 
differences in the amount of development resources the organisations had at their 
disposal. No procedures to ensure that funds were allocated to the most important 
targets for cyber protection were identified in the regulations on the preparation of 
the State budget or the preparation process. Agencies and institutions budgeted the 
appropriations for cybersecurity as an unspecified part of the operating expenditure of 
the agency or institution. Measures described in Finland’s cybersecurity strategy were 
implemented only to the extent allowed by the appropriations. 
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Cyber protection should also be taken into account in changes to the ICT organisation  

Changes in central government ICT organisation had influenced cyber protection 
arrangements. Developing cybersecurity centralised by Valtori had proven difficult. 
There were deficiencies in assessing the adequacy of the practical cyber protection 
procedures and in the implementation of new arrangements. 

Situational awareness of cybersecurity operations should be improved 

The Cyber Security Centre maintained nationwide situational awareness of 
cybersecurity. At the time of the audit, there was no obligation to report cybersecurity 
violations to the Cyber Security Centre. Requiring government organisations to report 
violations would improve the situation, as would increasing the coverage of centralised 
cyber violation detection procedures.   

Based on the above statements, the National Audit Office recommends that the 
Ministry of Finance defines and implements an extensive operational management 
model in case of cybersecurity incidents in central government ICT services. The 
Ministry of Finance should also find out how the cybersecurity of services should be 
taken into account in the funding of services throughout their lifecycle and improve 
operative situational awareness by instructing authorities to report cyber violations to 
the Cyber Security Centre. It was recommended that Valtori should improve the 
implementation, evaluation and development of cybersecurity procedures and the 
detection of cyber violations.  

The follow-up audit examined how the recommendations given during the audit had 
been implemented. The Audit Office considered that the Ministry of Finance, as the 
competent authority for the implementation of the recommendations, had not taken 
sufficient measures in response to the recommendations made. However, 
cybersecurity had also been reinforced in Finland through measures taken by 
authorities other than the Ministry of Finance. A change in the strategic management 
of cybersecurity to the cybersecurity director model was underway. In the budget 
proposal for 2020, the government increased appropriations for the central 
government authorities that play a key role in strengthening cybersecurity. In addition, 
Valtori was taking measures in line with the National Audit Office’s recommendation. 
In conclusion, the National Audit Office stated that follow-up auditing was necessary 
due to unimplemented recommendations, and a completely new audit in the area was 
justified by the ongoing changes in the cybersecurity arrangements and digital 
operating environment, and the related risks, as well as the importance of 
cybersecurity to central government finances and society.   



PART III – Summary of SAI reports 
 93 
 

 

 

Sweden 
Riksrevisionen 
 

Obsolescent IT systems – an obstacle to effective digitalisation  
Publication date: 2019 

Hyperlink to the report:  Summary of report (English version) 
Report (Swedish version) 

Type Audit type and period 

Type of audit: Performance Audit 

Audited period: 2018-2019 

Summary of the report 

Audit topic 
Obsolescent business-critical IT systems involve a major risk of efficiency problems 
because, proportionally, organisations are forced to put more resources to use just to 
maintain the system. There is therefore good reason to assume that obsolescent IT 
systems imply a high risk of mismanaging public funds. They also imply some diversion 
of an agency’s innovative capacity in terms of developing new IT systems. However, 
not only do obsolescent IT systems lead to risks for individual agencies, problems at 
one agency may mean major consequences for its ability to coordinate operations with 
another agency or private stakeholder. Obsolescent IT systems also involve risks from 
an information security perspective. 

https://www.riksrevisionen.se/download/18.492f438316ec5fbe7123e0dc/1575461500083/RiR_2019_28_ENG.pdf
https://www.riksrevisionen.se/rapporter/granskningsrapporter/2019/foraldrade-it-system---hinder-for-en-effektiv-digitalisering.html
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Definition of the main audit subject/ Audit questions/ Context 

The purpose of the audit was to examine the incidence of obsolescent IT systems in 
central government administration and to see whether the authorities and the 
government had taken suitable measures to prevent these systems from becoming an 
obstacle to effective digitalisation. The audit questions addressed were:  

o Have the authorities taken suitable measures to deal with the problems 
associated with obsolescent IT systems? 

o Has the Government taken suitable measures to deal with the problems 
associated with obsolescent IT systems? 

Findings and conclusions 
o The audit showed that obsolescent IT systems were present in a large number of 

government agencies. At many agencies, moreover, one or more business-critical 
IT systems were obsolescent. As far as the Swedish NAO is aware, this is new 
information and no-one was previously aware of the extent of the problem in 
central government administration. Around 80 % of the agencies stated that they 
found it difficult to maintain the level of information security in one or more of 
their business-critical systems. More than one in ten authorities replied that this 
applied to all, or to a majority, of the systems. 

o A large proportion of the agencies examined did not have the correct approach to 
development and administration of IT support. They did not use existing tools for 
operational development in order to determine how IT support could best 
contribute to achieving the objectives of core operations. A large proportion of 
the agencies audited therefore lacked an overall description of how strategies, 
operational processes and systems were linked. This, in turn, meant that they had 
difficulty analysing and understanding how changes affected the objectives of the 
organisation, and it was therefore more difficult to define a desirable future 
situation. 

o More than half of the authorities stated that there was no approved model for 
dealing with and taking decisions on their IT systems from the system 
development stage to phase-out, usually termed life-cycle management. 
According to the Swedish NAO, this indicated that life-cycle management was not 
undertaken in a structured and methodical manner. There were also 
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shortcomings in risk analysis work and in the ability to break down IT costs at the 
detailed level necessary for sound decision-making. 

o Almost 60 per cent of the authorities lacked system development life cycle plans 
for any systems other than one or a few business-critical systems. The lack of life-
cycle plans and other planning documentation at many agencies, combined with 
shortcomings in the life-cycle management actually carried out, meant that the 
agencies in general could not be regarded as having developed a conscious, 
explicit position around their IT systems. 

o The Swedish NAO’s assessment is that the ministries involved, and thus also the 
government, lacked sufficient knowledge on both the incidence and the 
consequences of obsolescent IT systems. 

The overall conclusion was that, at the time of the audit, most agencies had not really 
managed to deal effectively with the problems involved in obsolescent IT systems. The 
Swedish NAO considered that the problem was so serious and widespread that it 
constituted an obstacle to the continued efficient digitalisation of the State’s 
administration. The audit also showed that the government lacked knowledge about 
the existence and consequences of the problems of obsolescent IT systems. 
Furthermore, the government had not taken any measures to target the problem of 
obsolescent IT systems more directly. The Swedish NAO’s assessment was therefore 
that the government could not be considered to have taken sufficient measures to 
ensure that the problems were reduced or eliminated. 
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Further reports in the area 

Title of the report: Making it easier to start a business – government efforts to 
promote a digital process (RiR 2019:14) 

Hyperlink to the report: Summary of report (English version) 
Report (Swedish version) 

Date of publication: 2019 

 

Title of the report: Digitalisation of public administration – Simpler, more 
transparent and effective administration (RiR 2016:14) 

Hyperlink to the report: Summary of report (English version) 
Report (Swedish version) 

Date of publication: 2016 

 

Title of the report: Information security work at nine agencies (RiR 2016:8) 

Hyperlink to the report: Summary of report (English version) 
Report (Swedish version) 

Date of publication: 2016 

 

Title of the report: Cybercrime – police and prosecutors can be more efficient 
(RiR 2015:21) 

Hyperlink to the report: Summary of report (English version) 
Report (Swedish version) 

Date of publication: 2015 
  

https://www.riksrevisionen.se/en/audit-reports/audit-reports/2019/making-it-easier-to-start-a-business---government-efforts-to-promote-a-digital-process.html
https://www.riksrevisionen.se/rapporter/granskningsrapporter/2019/enklare-att-starta-foretag---statliga-insatser-for-en-digital-process.html
https://www.riksrevisionen.se/en/audit-reports/audit-reports/2016/digitalisation-of-public-administration---simpler-more-transparent-and-effective-administration.html
https://www.riksrevisionen.se/rapporter/granskningsrapporter/2016/den-offentliga-forvaltningens-digitalisering---en-enklare-oppnare-och-effektivare-forvaltning.html
https://www.riksrevisionen.se/en/audit-reports/audit-reports/2016/information-security-work-at-nine-agencies.html
https://www.riksrevisionen.se/rapporter/granskningsrapporter/2016/informationssakerhetsarbete-pa-nio-myndigheter.html
https://www.riksrevisionen.se/en/audit-reports/audit-reports/2015/cyber-crime---police-and-prosecutors-can-be-more-efficient.html
https://www.riksrevisionen.se/rapporter/granskningsrapporter/2015/it-relaterad-brottslighet---polis-och-aklagare-kan-bli-effektivare.html
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European Union 
European Court of Auditors 
 

Briefing paper: Challenges to effective cybersecurity policy 
Publication date:  2018 

Hyperlink to the report: Report (23 languages versions) 

Audit type and period 

Type of audit: Policy review 

Audited period: April – September 2018 

Summary of the report 

Review topic 
The objective of this briefing paper, which is not an audit report, was to provide an 
overview of the EU’s complex cybersecurity policy landscape and identify the main 
challenges to effective policy delivery. It covers network and information security, 
cybercrime, cyber defence and disinformation.   

Our analysis was based on a documentary review of publicly available official 
documents, position papers and third party studies. Our fieldwork was carried out 
between April and September 2018, and developments up to December 2018 were 
taken into account. We complemented our work with a survey of the Member States’ 
national audit offices, and through interviews with key stakeholders from EU 
institutions and private sector representatives. 

There is no standard definition of “cybersecurity”. Broadly, it is all the safeguards and 
measures adopted to defend information systems and their users against unauthorised 
access, attack and damage to ensure the confidentiality, integrity and availability of 
data. Cybersecurity involves preventing, detecting, responding to and recovering from 
cyber incidents. Incidents may be intended or not and range, for example, from 
accidental disclosures of information to attacks on businesses and critical 
infrastructure, to the theft of personal data, and even interference in democratic 
processes.  

https://www.eca.europa.eu/en/Pages/DocItem.aspx?did=49416
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The cornerstone of the EU’s policy is the 2013 Cybersecurity Strategy. It aims to make 
the EU’s digital environment the safest in the world, while defending fundamental 
values and freedoms. It has five core objectives: (i) increasing cyber resilience; 
(ii) reducing cybercrime; (iii) developing cyber defence policies and capabilities; 
(iv) developing industrial and technological cybersecurity resources; and 
(v) establishing an international cyberspace policy aligned with core EU values. 

Findings  
It was difficult to capture the impact of being poorly prepared for a cyber attack due to 
the lack of reliable data. The economic impact of cybercrime rose fivefold 
between 2013 and 2017, hitting governments and companies, large and small alike. 
The forecast growth in cyber insurance premiums from €3 billion in 2018 to €8.9 billion 
in 2020 reflects this trend. Although 80 % of EU businesses experienced at least one 
cybersecurity incident in 2016, acknowledgement of the risks is still alarmingly low. 
Among companies in the EU, 69 % have no or only a basic understanding of their 
exposure to cyber threats, and 60 % have never estimated the potential financial 
losses. According to a global survey, one third of organisations would rather pay the 
hacker’s ransom than invest in information security. 

Our findings were as follows:  

o The EU’s cyber ecosystem is complex and multi-layered, involving numerous 
stakeholders. Bringing together all of its disparate parts is a considerable 
challenge.  

o The EU intends to become the world’s safest online environment. Achieving this 
ambition requires significant efforts from all stakeholders, including a sound and 
well-managed financial footing. Figures are hard to come by, but EU public 
spending on cybersecurity is estimated to range between one and two billion 
euros per year. In comparison, US federal government spending is budgeted at 
around $21 billion for 2019.  

o Information security governance is about putting structures and policies in place 
to ensure data confidentiality, integrity and availability. More than just a technical 
issue, it requires effective leadership, robust processes, and strategies aligned 
with organisational objectives.  

o Cybersecurity governance models differ between Member States, and within 
them responsibility for cybersecurity is often divided among many entities. These 
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differences could obstruct the cooperation needed to respond to large-scale, 
cross-border incidents and exchange threat intelligence nationally and even more 
so at EU level. 

o Devising an effective response to cyber attacks is fundamental to stopping them 
as early as possible. It is especially important that critical sectors, Member States 
and EU institutions be able to respond in a swift and coordinated way. Early 
detection is essential to this. 

Recommendations 
Our review shows that a shift towards a performance culture with embedded 
evaluation practices is needed to ensure meaningful accountability and evaluation. 
Some gaps in the law remain, and existing legislation is not consistently transposed by 
Member States. This can make it difficult for legislation to reach its full potential.  

Another challenge identified concerns the alignment of investment levels with the 
strategic goals, which calls for the scaling-up of investment levels and impact. This is 
more challenging when the EU and its Member States do not have a clear overview of 
EU spending on cybersecurity. There were also reported constraints in the adequate 
resourcing of the EU’s cyber-relevant agencies, including difficulties attracting and 
retaining talent. 
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Acronyms and abbreviations 
APT: Advanced Persistent Threat 

CEF: Connecting Europe Facility 

CERT-EU: Computer Emergency Response Team 

COBIT: Control Objectives for Information and Related Technology 

Covid-19: Coronavirus Disease 2019 

cPPP: contractual Public-Private Partnership 

CSDP: Common Security and Defence Policy  

CSIRT: Computer Security Incident Response Team 

DDoS: Distributed Denial of Services 

DEP: Digital Europe Programme 

EC3: Europol's European Cybercrime Centre 

ECA: European Court of Auditors 

EDA: European Defence Agency  

EEAS: European External Action Service 

ENISA: European Agency for Network and Information Security 

ESIF: European Structural and Investment Funds 

ESRB: The European Systemic Risk Board  

EU: European Union 

EUROPOL: European Union Agency for Law Enforcement Cooperation  

GDP: Gross Domestic Product 

GDPR: General Data Protection Regulation 

HR: Human resources 

ICT: Information and Communications Technology 






