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Data Protection 
Data Protection Officer 

Luxembourg, 22 February 2021 

ACTIVITY REPORT FOR 2020 

Introduction 
1. Regulation (EU) 2018/1725 on the protection of natural persons with regard to the processing of

personal data by the Union institutions, bodies, offices and agencies and on the free movement
of such data and repealing Regulation (EC) 45/2001 and Decision No 1247/2002/EC came into
force on 11 December 2018.

2. Article 43 of the Regulation requires each Union institution or body to appoint at least one Data
Protection Officer (DPO). Johan Van Damme has been the Court’s Data Protection Officer since
June 2010 and his mandate was renewed in June 2020 for a three-year period.

3. The Court’s implementing rules require the DPO to produce an annual activity report.

Data protection requirements 

Transparency and Accountability 
4. The principles of transparency and the modalities for the exercise of the rights of the data subject

were not always respected, due to the urgent need to set up COVID-19 related procedures and
use new services and software.

5. This situation arose because the COVID-19 pandemic required the use with immediate effect of
systems and services that would ensure business continuity. There was insufficient time to
inform the users of these systems in a timely manner before the actual processing of their
personal data.

6. The templates created, in 2019, for privacy statements and records to document personal data
processing were presented prominently on the DPO’s Intranet pages. All controllers used these
templates, which created a harmonised and efficient approach to fulfilling the transparency and
accountability obligations.

7. One controller considered the requirement to create such a privacy statement and
documentation through the mandatory record and to fill out contractual questionnaires as an
unnecessary administrative burden. The DPO had to explain to the controller what his obligations
were under the regulation. An awareness campaign aimed at controllers was planned together
with dedicated training for contract, project and IT service managers.

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32001R0045&qid=1549354459938&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32002D1247&rid=1
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8. The task carried over from the previous year of reviewing all current privacy statements was
continued and, with the help of the controllers, the majority of these statements were updated.
The process was ongoing during the entire year and has to be continued in 2021. Some
controllers had a considerable number of processes but also started new processes and this
delayed the updates. Priority was given to launching the new processes, providing timely
information to the persons concerned and the creation of the necessary documentation.

9. The updating of the publicly available DPO’s register of all notified personal data processing
activities continued. At the end of the year, the updating of the register was still in progress.

10. Article 44(1) requires the DPO to be involved properly and in a timely manner in all issues relating
to the protection of personal data. The fact that the DPO was only informed, in far more cases
than in previous years, just before the signing of a contract or after processing took place, is an
unacceptable situation. A certain number of controllers were reminded they had to involve the
DPO from the planning phase.

11. In 2020, the two processes from 2019 for which the notification and documentation could not
be finalised remained unfinalised until the end of the year.

The DPO’s Register
12. All data processing operations reported by the controllers are recorded in the DPO’s Register,

which is available on the ECA's Intranet/Internet website.
13. In 2020, 67 new notifications were received and entered in the DPO’s Register; six notifications

were deleted as their processing operations ended in 2020 or became part of another process.
The total number of notifications thus increased to 353, an increase of 21 %, due in particular to
the number of new audits, briefing papers and opinions, but also as a result of several new
COVID-19 processes and the use of new services and systems. This is the biggest increase since
2009, and the average increase over the last 10 years was 15 % per year.

14. It is the second year that two notifications for personal data processing operations were not
finalised.

15. Key Performance Indicator 1: At the end of the year, the notification rate was 99.4 %. The target
for DPO notifications had been set at 100 %.

16. In 2012, the rate achieved was 99.7 %, from 2013 to 2018, it was 100 % and 99.3 % in 2019.
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Graph 1 – Percentage (%) of operations notified to the DPO 

Data Privacy Impact Assessments (DPIA) 
17. Article 39 of the Regulation requires that where processing operations are likely to result in a

high risk to the rights and freedoms of natural persons, the controller shall, prior to the
processing, carry out an assessment of the impact of the envisaged processing operations on the
protection of personal data. The result should show whether there is still a high risk or if sufficient 
data protection measures have been taken to protect the personal data and sufficiently reduce
the risk. If not, an action plan needs to be set up and implemented before the processing may
start.

18. Key Performance Indicator 2: The KPI target set for missing/outstanding DPIAs was 0. In 2020 the
number of missing/outstanding DPIAs was 0.

19. No DPIA was carried out in 2020 because none of the new processes required such a privacy
impact assessment according to the list published by the EDPS.

Graph 2 – Number of missing/outstanding data privacy impact assessments 

0

20

40

60

80

100

2015 2016 2017 2018 2019 2020

% processing operations notified 
to DPO

0

1

2

3

4

5

6

2015 2016 2017 2018 2019 2020

No of missing/outstanding data 
privacy impact assessments



Activity report 2020 4 

Data protection awareness 
20. Due to the COVID-19 sanitary measures, awareness efforts were oriented towards written

material to replace the class or conference sessions that were temporarily abandoned.
21. At the beginning of the year, the guide “Rights and responsibilities when processing personal

data” was created and distributed through the news channel. At the same time, it was published
on the DPO’s Intranet pages.

22. A considerable effort was made throughout the year to make all staff aware of the necessity to
inform participants in digital meetings of the processing of their personal data during the
invitation and the enrolment phase. Organisers of such digital meetings and conferences were
repeatedly informed that recording of such meetings should not take place, as they were
equivalent to physical meetings. An exception was made for digital training sessions and
conferences when participants had been properly informed of their data protection rights and
the way their personal data would be processed.

23. The EU institutions, bodies and agencies working group for training and awareness material
continued its activity, which resulted in the setting up of a shared repository. The working group
will continue its activity throughout 2021.

24. The DPO’s Intranet and Internet pages required considerable updating efforts in respect of
updated templates, new case law, new instructions, new guidelines, updated questionnaires and
a new version of the Frequently Asked Questions.

25. From November onwards, a bi-monthly newsletter was introduced to make ECA staff aware of
specific data protection subjects and provide them with practical information on how to behave
and react. The first newsletter focused on cyber scams in Coronavirus times and attempts to steal
personal data from their owners or processors.

26. Newly recruited staff were briefed on the Data Protection Regulation applicable at the EU
institutions during mandatory in-class sessions organised by the ECA’s Professional Training
team.

27. Key Performance Indicator 3: The target figure for the number of newcomers to be trained on
data protection within three months of recruitment is 100 %.

28. The penalty of suspending internet access for newcomers who have not received training within
three months of being recruited was not applied due to the difficult remote working conditions

29. In 2020, 72 newcomers were trained out of the 88 newly recruited staff, which was only 82 %
coverage.

30. The reasons identified were that interim staff and Members are never invited to such sessions
and that nine newcomers did not turn up in the physical or webinar class.

31. Those who did not follow the mandatory newcomers training will be invited in 2021 and should
take the webinar within the 30 days following the invitation.

32. The rate for trained newcomers was 94 % in 2013, 80 % in 2014, 74 % in 2015, 68 % in 2016 and
100 % from 2017 to 2019.
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Graph 3 – Percentage of newcomers trained 

Meetings with controllers, inspections and audits 
33. The DPO continued contacting some controllers at regular intervals to discuss specific and

general data protection issues, mainly relating to translation, human resources, audit,
communication and media relations. Ad hoc informal meetings were held with Court staff upon
request.

34. It was possible to reduce the number of cases where special efforts were necessary to assist audit
teams encountering serious difficulties in obtaining audit data that contained personal data to
only two cases. The DPO’s intervention with the auditees overcame their reservations.

35. The close collaboration between the DPO and the Archives team continued and resulted in
further definition of archiving and deletion rules for new processes, but also to the updating of
existing ones in view of recent case law and EDPS guidelines. We also created and published a
guide on how to redact documents where their content needed to be anonymised. This action
was initiated in 2019 but more effort is needed to purge the audit files that are kept beyond the
retention period but which are still stored in the ASSYST audit system, which has been phased
out.

36. The DPO team contributed extensively, throughout the entire year, to the creation of the ECA’s
Information Classification Policy and guidelines as well as to preparing a draft for an ECA decision
on EU classified information.

37. A very limited number of dumpster-diving controls were carried out, due to the lockdown and
the fact that staff were mainly working from home. No improperly discarded material was
discovered.

38. Due to a lack of resources, the DPO carried out no audits.
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Cooperation between DPOs and EDPS 
39. The DPOs of the EU institutions, bodies and agencies, met twice during 2020 to exchange

experiences and best practices and to discuss data protection issues of mutual concern. The
meetings were held digitally. The meetings focused mainly on social media, COVID-19, the DPO’s
register, major IT framework contracts, procurement, international transfers and the use of
videoconference tools.

40. The EDPS was consulted on the transfer of data to and processing by an international
organisation.

41. The EDPS carried out an inspection of the DPO’s register that concluded that the ECA met all
requirements but needed to complement and update the register to reflect the actual situation.
Updating took place throughout the year.

42. The EDPS sent two requests, which were answered in due time.
43. Throughout the year, there was intensive cooperation between the DPO and his peers in other

EU institutions and agencies, the main aim of which was to harmonise the approach towards and
the assessment of cloud service providers.

44. One of the aims was to ensure that when interinstitutional framework contracts are created they
have Privacy by Design and Default integrated from the call for tender specifications up to the
final contract. If an assessment is made by one organisation and shared with the other EU
organisations, then each individual organisation will not have to repeat the assessment and
efficiency will be boosted. These efforts did not produce the expected results because newly
created contracts still have some serious data protection flaws.

Opinions and comments 
45. In 2020, the number of opinions delivered on data protection issues in response to requests from 

various sources remained at the same level as in 2019, i.e. 101. It was the first time in 10 years
that there was no significant increase. The main opinions that were delivered concerned the use
of cloud services, transfer of data to and processing of such data by an international organisation,
collecting and processing personal data during COVID pandemic times, fraud and audits, and
medical data.

Source: Rawpixel
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46. The requests for opinions on the use of cloud services were more frequent compared to previous
years. These requests were quite complex due to the fact that most of them used many sub-
processors and the processing took place outside the EU. The augmented complexity was also
the result of the use of a cloud service broker which had services in its catalogue that were not
compliant with the data protection regulation and its intermediate role as a contractor and not
as a processor of the data. The use of monopolists or oligopolists, that have an attitude of “take
it or leave it” from a contractual point of view, puts controllers in difficult situations, caught
between the service provider’s attitude and the DPO’s opinion.

47. The fact that service providers initially propose contractual clauses and technical solutions that
are not compliant with data protection legislation does not mean that the ECA needs to accept
them. After many interventions, opinions and proposals made by the DPO, two service providers
modified the way they process personal data by relocating the process within the EU or stopping
the collection and processing of personal data. Other EU organisations will also benefit from
those efforts as partners in the framework contract.

48. The DPO also intervenes when a member of staff who is leaving expresses a wish to keep their
personal e-mails: together with a member of the INFOSEC team, a control is made to verify that
only private correspondence is kept.

Graph 4 - Number of Opinions delivered 

Complaints, data breaches and compliance 
49. In 2020 no complaint concerning the processing of personal data by the ECA was received. Two

complaints were received from ECA staff about the processing of their personal data by other EU
organisations.
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51. Nine data breaches were notified to the DPO and all were confirmed. The possible negative
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instructions were issued to staff who received wrongly addressed personal data to delete such 
data. 

52. For the three other cases, the EDPS was notified. One notification was made by the EU
organisation that was the origin of the data breach, but the breach was considered to be of low
risk to the people concerned.

53. The two data breaches that were notified by the ECA happened in an EU organisation that
processes personal data on behalf of ECA. In one case, the person concerned suffered serious
psychological pressure and was at risk of a substantial financial impact. In the second case the
person concerned was very embarrassed that their financial data had been transferred to an
unlawful recipient.

54. The data breach policy and procedure drafted in 2019 is awaiting adoption and publication.

Training 
55. Key Performance Indicator 4: In order to keep up with new technologies, case law, standards and

best practices, the DPO needs to update his/her knowledge. At least five training days covering
data protection and information security topics need to be taken every year, equivalent to 40
continuing professional education (CPE) hours, or 120 hours over a three-year period. This is
equivalent to what international professional audit, security and data protection organisations
require for their members in order to maintain certification.

56. In 2020, this annual objective was not achieved, but the DPO’s 21 training hours during the year
were in proportion to his half time working pattern and still met the overall three-year objective.
A complementary effort was made to increase the knowledge of the entire DPO team by
providing more training to the DPO’s assistants. They received an additional 74 hours of specific
data protection training on cloud services, cyber security, case law and EDPS/EDPB guidelines.

57. The DPO received 55 hours of training in 2013, 43 in 2014, 25 in 2015, 50 in 2016, 49 in 2017, 55
in 2018 and 47 in 2019.

Graph 5 - Number of training hours 
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Data protection reform 
58. In 2018, the legislator reformed the EU institutions’ data protection framework with the approval

of Regulation 2018/1725, which came into force on 11 December 2018.
59. The required modifications to a certain number of ECA decisions, the Article 25 Restriction

decision, the new implementing rules for the DPO and the data breach policy and procedure
prepared in 2019 are still awaiting adoption.

EU Court of Justice judgment in the Schrems II case 

Source: EU Court of Justice

60. On 16 July 2020, the EU Court of Justice published a ground-breaking judgment (Case C-311/18)
with possible far-reaching consequences for controllers and processors of personal data that
transfer data outside the EU, and more specifically by invalidating the Privacy Shield, which had
been considered an adequate tool for permitting such transfers to the United States.

61. As most of the cloud service providers are US-based or make massive use of data processing
facilities outside the EU, in countries which are not covered by an adequate European
Commission decision that guarantees EU citizens equivalent data protection rights compared to
the EU fundamental right on privacy and EU data protection rights, such transfers are no longer
possible when no additional measures are taken to protect the personal data from mass
surveillance.

62. After the Schrems II judgment, the rest of July, August and the majority of September were used
to analyse the judgment, write an awareness paper for the ECA controllers, prepare for an
inventory of transfers made by the ECA or its sub-processors outside the EU and to adapt the
questionnaires that cloud service providers need to fill in during the evaluation process and when
contracts are concluded with such cloud providers.

63. Then in October an EDPS order arrived, sent to all EU organisations, to perform a mapping of all
data transfers outside the EU. This widened the scope of the inventory already underway. This
required modification of the note prepared for controllers in respect of the inventory.
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64. At the same time, the EDPS issued an order to all EU organisations to avoid processing activities
that involved transfers of personal data to the United States.

65. This resulted in serious tensions between a number of controllers and the DPO, the cancelling of
planned projects, services, contracts already prepared and a change in how certain cloud services
were used.

66. At the end of the year, the preparation of a training course for project and contract managers
started with the objective of sharing with them the consequences of the Schrems II judgment
and reminding them of their data protection obligations under the regulation. The final aim was
to make sure that the ECA complied with the EU Charter of Fundamental Rights as well as EU
data protection legislation.

DPO resources 
67. From January to February, an administrator was assigned to the DPO office working 80 % time.

This was reduced to 50 % from March onwards due to personal reasons on the part of the DPO.
The DPO was supported by an assistant working 80 % time and, as from September, by a second
full time assistant. Current resources have proved to be insufficient to comply with the
requirement of Regulation 2018/1725 as specified in Article 44, that the institutions must provide
DPOs with the resources required to carry out their tasks and access personal data and
processing operations, and to maintain their expert knowledge.

68. The original plan was to assign a part-time Deputy DPO to take over some tasks and to replace
the DPO during holidays and other absences, but this proposal was rejected. The result was that
certain tasks, such as audits, could not be performed, and that other tasks, such as the
verification of the privacy statements and the DPO notifications, suffered considerable delays
that prevented completion of the DPO’s register.

69. The COVID-19 crisis imposed new forms of personal data processing and almost systematic
recourse to non-compliant cloud services. The impact of the Schrems II judgment resulted in even
greater deficiencies. That the ECA was not an isolated case was shown by the initiative of the
nine DPOs from the Justice and Home Affairs Agencies that was later endorsed by 21 more DPOs
from other EU institutions, agencies and bodies (Annexe 1).

70. The ECA launched a selection procedure to recruit a new DPO, in order to replace the current
DPO, who requested his retirement. The vacancy notice was published on 17 April. The selection
committee finalised its work by providing a list of the five best candidates to the Secretary-
General on 28 October.

Conclusions 
71. 2020 was a very unusual year due to the COVID-19 pandemic’s impact on the ECA and its way of

working, involving the implementation of software for tele- and video-conferencing and other
cloud services under exceptional time pressure and in a non-compliant way .

72. The ECA should implement a cloud strategy that fully takes into account data protection
requirements and respects the Schrems II judgment. Priority should be given to using EU-based
service providers that process personal data within the EU or have put the necessary additional
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measures in place to guarantee adequate assurance that the ECA will respect the EU Charter of 
Fundamental Rights as well as EU data protection legislation. 

73. The planned update of the existing privacy statements and the documentation of personal data
processing did not progress as planned and need to be continued in 2021.

74. The Court decisions that need an update due to recommendations issued by the EDPS or required
by the EUDPR, the new implementing rules for the DPO, the Article 25 Restriction decision and
the data breach policy and procedure have been ready since 2019 and should be adopted by the
Court as soon as possible

75. The planned increase in the resources attributed to the DPO team only occurred in the final
quarter of the year, which resulted in audits and compliance checks not being carried out. The
nomination of a new DPO should take place as quickly as possible to permit an efficient handover
between the outgoing and incoming officers.

76. As in 2019, it was found that the transfer of data to, and processing by, external service providers, 
especially for interinstitutional framework contracts, should be better prepared and based on
“Privacy by design and by default” as required by Regulation 2018/1725. The many
interinstitutional collaborative efforts among DPOs did not achieve the expected results in this
area and in 2021 the ECA’s DPO, with the help of certain controllers, will need to make new
attempts to enhance these contracts.

77. The overall attitude of care and diligence with regard to data protection on the part of a large
majority of ECA staff in their roles as controllers and processors is reflected in the fact that no
complaints were received and there were few data breaches. This is an excellent indicator that
the ECA’s data protection has attained a very high degree of compliance.

(s.) Johan Van Damme 

Annex 1: Joint statement of DPOs of EU institutions, bodies and agencies 



JOINT STATEMENT OF DATA PROTECTION OFFICERS 

OF EUROPEAN UNION INSTITUTIONS, BODIES, 

AGENCIES AND OFFICES  

 11 January 2021 

Since the beginning of 2020 the COVID-19 pandemic has affected in an unprecedented manner 

the life of all of us and continues affecting all organisations of the EU. It has raised many novel and 

complex issues which impact on the respect for privacy and the protection of personal data. Such issues 

touch upon managing the pandemic itself, which involves processing special categories of data 

concerning health in the context of activities such as temperature checks or contact tracing. The 

pandemic has also led to the development, or further strengthening, of teleworking and online working 

methods, which requires the selection or implementation of software for secure tele- and video-

conferencing under exceptional time pressure. 

The pandemic has shown the need for data controllers and senior management of EU 

organisations to consult DPOs at the earliest possible time and actively involve them in considering the 

issues at hand, which often require an urgent response. DPOs of EU organisations play a major role in 

assessing the compliance of considered processing with data protection principles, especially 

proportionality and necessity. The additional efforts required from DPOs in terms of resources and time 

investment in working on all these complex new issues should however not be underestimated.  

The pandemic has also shown the need for the EDPS to strongly support and provide guidance 

to the DPOs when taking positions on these sensitive issues. In this context, the timely and specific 

guidance of the EDPS becomes of crucial importance for a coordinated and efficient management of 

the pandemic by organisations of the EU. 

We as DPOs believe that efficiently managing the pandemic and complying with the data 

protection requirements, ensuring the respect for private life and the protection of personal data, is 

the only correct answer in these challenging times. We look forward to continuing working together 

with data controllers, senior management and the EDPS to find both efficient and compliant solutions 

to the novel issues raised by the pandemic. 

Annex 1
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